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1.

4.1

SERVICES REQUIRED

The Office of Contracting and Procurement (OCP), on behalf of The Office of the Chief

'Technology Officer (OCTO), Citywide Information Security (CWITS). seeks to upgrade existing

Fidelis Network Detention and Response platforim hardware and Software that will monitor the

District of Columbia ports-and protocols allowing:the Security Team' to respond to-threats in a
timely manner and prevent:data [oss.

CONTRACT NUMBER
DCSS CW46949

TASK ORDER NUMBER
CW92329

TERM OF CONTRACT

The term of the contract shall be-for a period of one year from-date of award spécified on the
cover page of this contract.

OPTION TO EXTEND THE TERM OF THE CONTRACT

4.1.2The District may extend the term of this contract for a period of four one-year option
periods, or successive fractions thereof, by written notice to the Contractor before the -
expitation of the contract; provided that the District will give the: Contractor preiirn‘ihary.
written notice of its intent to extend at least thirty (30) days before the contract expites. The
plehmmary notice'does not commit the District to an extension. The exercise of this option
is subject to the availability of funds at the time of the exercise of this option. The
Contractor may waive the thirty (30).day preliminary notice requirement by providing a
written waiver to the Contracting Officer prior to expiration of the contract.

4.1.3 If the: District exercises this option, the extended contract shall be-considered to include
this option previsions.

4.1.4 The price for the option period(s) shall be as specified in the Attachment B.

4.1.5 The total duratien of this contract, including the exercise of any options under this clause,
shall not exceed five years.
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5.1

5.2

5.3

6.1

6.2

CONTRACTING OFFICER (CO)

Contracts inay be entered into and signed on behalf of the District Government only by
Contracting Officers. The name, address and telephone number of the Contracting Officer for
this task order is:

Chris Yi

Office of Contracting and Procurement

441 4th Street N.W.., Washington, D.C. 20001
Telephone: 202.724.5069

E-mail: Chris.Yi@dc.gov

The CO is the only person authorized to approve changes in any of the requirements of this
contract.

The Contractor shall not comply with any order, directive or request that changes or modifies the
requirements of this contract, unless issued in writing and signed by the CO.

In the event the Contractor effects any change at the instruction or request of any person other
than the CO, the change will be considered to have been made without authority and no
adjustment

CONTRACT ADMINISTRATOR (CA)

The CA is responsible for the technical administration of the contract and advising the Contracting
Officer as to the Contractor 's compliance or noncompliance with the contract. In addition, the
CA is responsible for the day-to-day monitoring and supervision of the contract, of ensuring that
the work conforms to the requirements of this contract and such other responsibilities and
authorities as may be specified in writing by the Contracting Officer. The CA for this task order
is:

Suneel Cherukuri, Chief Information Security Officer

Office of the Chief Technology Officer (OCTO)

Government of the District of Columbia

Mobile: 202-853-2824

suneel.cherukuri@dc.gov

It is understood and agreed that the CA shall not have the authority to make changes in the
specifications/scope of work or terms and conditions of the contract.

Contractor shall be held fully responsible for any changes not authorized in advance, in writing,
by the Contracting Officer, may be denied compensation or other relief for any additional work
performed that is not so authorized, and may also be required, at no additional cost to the District,
to take all corrective action necessitated by reason of the unauthorized changes.
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7.

7.1

8.1

82

9.1

9-2

9.3

10.

INVOICE PAYMENT

The Disttict will make payments.to-the Contractor, upon the submission of proper invoices, at
the prices stipulated in this contract, for supplles delivered and accepted or services performed
and aceepted, less-any discounts, allowaricés or adjustments provided for in this contract.

The District will pay the Contractor on.or before the 30th day after receiving & proper invoice
from the Contractor.

INVOICE SUBMITTAL

The Contractor shall submit proper invoices on a monthly basis or as otherwise specified.in the
contract.

The Contractor shall submit payment requests in electronic format through the DC Vendor
Portal wwwi.vendorportal.de.gov by selecting the applicable purchase order number which is-
listed on the Contractor *s profile,

To constitute a proper invoice, the Contractor shall attach fo all payment requests the invoice.
and all supportmg documentation or information.

ORDERING CLAUSE

Any supplies and services fo be furnished under this contract must be ordered by issuance of
delivery orders or task orders by the CO. Such orders may be issued during the term of this
c¢ontract.

All delivery ordersor task orders are subject to the terms and conditions of this contract. In the
event of a conflict between a delivery order or task order-and this contract, the contract shall
control.

If mailed, a delivery order or task order is considered "issued” when the District deposits the
order in the mail. Orders may be issued by facsimile or by electronic commerce methods.

ATTACHMENTS

Attachment A - Statement of Work
Attachment B - Price Schedule
Attachment C — Insurance Requirements
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ATTACHMENT A
STATEMENT OF WORK

Al Scope
The Office of Contracting and Procurement (OCP), on behalf of The Office of the Chief
Technology Officer (OCTO), Citywide Information Security (CWITS), seeks to upgrade existing
Fidelis Network Detention and Response platform hardware and Software that will monitor the
District of Columbia ports and protocols allowing the Security Team to respond to threats in a
timely manner-and prevent data loss.

A2 Applicable Documents

Not applicable.

A3 Defipitions

Not applicable.

A4 Background
The Fidelis Network Detention and Response platform processes nietwork sessions to analyze
ports and protocols to detect, alert-and mitigate advanced network threats related to data Jeakage
exfiltration, malicious or unwitting insiders, external adversary persistence, malware detection.
and-security control failures for all rietwork nodes and applications.

A.5 REQUIREMENTS

A.51  The Contractor shall provide the following praducts:.

Item Part Number Product Description Qty Unit
Number . Iteim.
0001 FNL-VM-CCC2-G-SUP | Fidelis — Annual Premium Software Support and 1 Each

Threat feed for Collector VM
0002 FNL-VM-CXA2-SUP Fidelis — Annual Premium Software Support and 3 Each
Threat feed Collector Nodes. appliance VM
0003 FNL-VM-CP+-SUP Fidelis Annual Premium Software. Support and 1 Each
Threat feed for Command Post VM '
0004 FNA-SWU-DIR-2500DIR- | Fidelis Upgrades one instance of FSS-DIR-2500 1 Each.
10G-I software to FSS-DIR-10G software
0005 FNA-SWU-DIR-2500DIR- | Fidelis Annual Premium. Software Support and ] Each
10G-I-SUP Threat feed Upgrade for DIR-2500
0006 FNA-DIR-2500-1- SUP FNA-DIR-2500-1 Annual Premium Software 1 | Each
Support and Threat feed
0007 FNH-10G-J- Fidelis Network Sensor Device Only Rev J 1 Each
Hardware up to 10 GB throughput
0008. FNA-DIR-10G-I-SUF Fidelis Annual Premium Software Support and 1 Each.
Threat feed
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A.5.2 The Contractor shall provide only the most current models, components and accessories in new,
fully operational, factory sealed condition, with all applicable licenses.

A.5.3 The Contractor shall warrant and represents that the equipment is eligible for the manufacturer’s
normal, and extended warranty and support within the United States to Authorized Users.

A.5.4 The Contractor shall not provide previously owned, damaged. refurbished. remanufactured,
counterfeit, “gray market” or substitute third party items. They will not be accepted.

A.5.5 The Contractor shall provide a Direct Authorized Re-sellers Certificate from the Manufacturer.

A.5.6 The Contractor shall send all shipments to the following address and contact person(s):

Suneel Cherukuri
Suneel.Cherukuri@dc.gov

CISO, Office of the Chief Technology Officer
200 I St. SE, Washington, DC 20003, 4™ Floor
Phone: 202-741-5008

A.6 DELIVERABLES

A.6.1 The Contractor shall provide the following products below:

Item Deliverable QTY | Format/Method Due Date Unit

of Delivery Item

Appliances as Hardware 1 Shipping Within 2 weeks from | Each
specified in A.5.1 Date of Award

License Key as Software 1 Email Within 2 weeks from| Each
specified in A.5.4 Date of Award

A.6.2 If service delivery and or supply chain is adversely impacted by the recent COVID19
Coronavirus. Contractor shall submit a technical response in accordance with section #1
Proposal Submission Requirements including detailed plans on how the adverse effects will be

addressed.

A.6.3 The Contractor shall specially label on all shipments with the word *OCTO-Citywide IT

Security

A.6.4 The Contractor shall send all shipments to the following address and contact person(s):

Suneel Cherukuri

Office of the Chief Technology Officer

200 I St. SE, Washington, DC 20003, 4" Floor
suneel.cherukuri@dc.gov

Phone: 202.741.5008
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ATTACHMENT B
PRICE SCHE’DULE _
B.1 Base Year
CLIN Part Product Deseription QTY | Unit Price | Total Price
' 0001 . FNL-VM-CCC2-G- Fidelis — Annual Premium Sofiware Support and I $I9,__834.34- $19.,834.34
SUP Threat feed for Collector VM _
0002 § FNL-VM-CXA2-SUP | Fidelis — Annual Premium Software Supportand | 3 $3,728.63 | $11,185.89
_ _ | Threat feed Coliector Nodes appliance VM.
0003 | FNL-VM-CP+-SUP. E_ldehs Annval Premiom Software Support and | 1 $3,974.22 $3,974.52
Threat feed for Command Post VM. .
0004 | FNA-SWU-DIR- Fidelis Upgrades one instance of FSS-DIR-2500 | 1. |[$193,184.21 | $193,184.21
2500DIR-10G-1 software. to FSS-DIR-10G software o
0005 | FNA-SWU-DIR- Fidelis Annual Premium Software Support and | 1 | $30,221.05 | $30,221.05
2500DIR-10G-1-SUP Threat fesed Uparade for DIR-2500: o
0006 | FNA-DIR-2500-1- SUP FNA-DIR-2500-1- Annual Premium Software | 1 $15,127.17 | $15,127.17
Support and Thredt feed - o
0007 | FNH-10G-) Fidelis: Network Sensor Device Only Rev J| 1 $37.612.42 | $37,612.42
_ Hardwate upto 10 GB throughput.
0008 | FNA-DIR-10G-I-SUP Fidelis Annual Premium. Software Suppoit and [ 1 $40,512.87 | $40,512.87
B.1 BASE YEAR TOTAL $351,652.17
B.2 ‘Option Year 1
CLIN Part Prodiict Deseription” QTY | UnitPrice | Toial Price
. 1001 | FNL-VM-CCC2-G- Fidelis — Annual Premium Software Support and | $19,606.53 | $1 9,606.53
SUP Tlireat feed for Collector VM . .
1002. | FNL-VM-CXAZ2-SUP | Fidelis —Annwal Premium Software Support and 3 $3.777.41 | $11,33223
Thieat feed Collector Nodes appliance VM
1003 | FNL-VM-~CP+SUP | Fidelis Anuual Premium Software Support and y $4,137.16 | $4,137.i6
Threat feed for Command Post VM _
1004 | FNA-DIR-10G-I-SUP Fidelis Annual Premivm Software Support and ) $86.768.11 | $173,536.22
‘Threat feed '
B.2 OPTION YEAR ONE TOTAL $208.612.14
B3 Option Year?2
CLIN Part Product Description QTY | Unit Price “Total Price
200t | FNL-VM-CCC2-G- Fidelis.— Annual Premium Software Support and | | $19:606.53 | $19,606.53
SUP Threat feed for-Coltector VMV _
2002 | FNL-VM-CXA2-SUP | Fidelis — Annual Premium Software-Support and 5 | $3,777.41 | $11,332.23
Thiteat feed Collector Nodes appliance VM _ _
2003 | FNL-VM-CP+-SUP Fidelis- Anawal Premium :Software Support-and | 1 $4,137.16 | $4,137.16
. Threat feed for Command Post VM '
2004. | FNA-DIR-10G-I-SUP Fidelis Annual Premium Software Support and | ., | $86,768.11 | $173,536.22
Threat feed |
B.3 OPTION YEAR TWO TOTAL  $208,612.14
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B4 Option Year3
CLIN Part Product Description QTY | Unit Price. | Total Price
3001 | FNL-VM-CCC2-G- Fidelis$ — Annual Premium Software Support and $20,365.77 | $20,365.77
SUp Threat feed for Collector VM } _

3002 | FNL-VM-CXA2-SUP | Fidelis — Annual Premium Software Support and . . $3,923.68 | $11,771.04
‘Threat feed Collector Nodes appliance VM : _

3003 | FNL-VM-CP+-SUP ‘Fidelis -Annual Premium Software Support arid . $4,297.36 | $4,297.36
Threat feed for Comimaind Post VM '

3004 | FNA-DIR-10G-1-SUP Fidelis Annual Premium Software Stpport and s $90,713.10 | $181.426.20
Threat feed |

B.4 OPTION YEAR THREE TOTAL $217,860.37
B.5 Option Year £
CLIN" Part Product Déscription QTY | Unit Price Total Price
4001 | ENL-VM-CCC2-G- Fidelis — Annual Premium Software Support and . | $20,365.77 | $20,365.77
SUP Threat feed for Collector VM

4062 | FNL-VM-CXA2-SUP" | F idelis —= Annual Premiium Software Support and 3 $3,923.68 | $11,771.04
Threat feed Collector Nodes appliance VM

4003 | FNL-VM-CP+SUP. 'Fidelis Annual Premium Software Support and ; $4,297.36 | $4,297.36
Threat feed -for Commarnd Post VM. ; '

4004 | FNA-DIR-10G-I-SUP Fidelis Annual Premium Software Suppoit and 5 $90.713.10 | $181,426.20
Threat feed ' “

B.5 OPTION YEAR FOUR TOTAL  $217,860.37
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INSURANCE

A. GENERAL REQUIREMENTS. The Contractor at its sole expense shall procure and maintain;,
during the entire period of performance under this contract, the ty pes of inisurance specified
below. The Contractor shall have its insurance broker or insurance company submit a
Certificate of Insurance to the CO giving evidence of the required coverage prior to
commencing performance.under this contract. In no event shall any work be performed until
the required Certificates of Insurance signed by an-authorized representative of the insurer(s)
have been provided to, and accepted by, the CO. All i insurance shall be written with financially
responsible companies authorized to do business in the District 6f Columbid or in the
Jurisdiction where the work is to be performed and have an A.M. Best Company rating of A= /
VII or higher. Should the Contractor decide to engage a subcontractor for segments of the work
under this contract, then, prior to commencement of work by the subcontractor, the Contractor
shiall submit in writing the name and brief description of work to be performed by the
subcontractor on the Subcontractors Insurance Requirement Template provided by the CA, to
the Office of Risk Management (ORM). ORM will determine the insurance. requirements
applicable to the subcontractor and promptly deliver such requirements in writing to the
Contractor and the CA. The Contractor must provide proof of the subcontractor's required
insurance to prior to commencement of work by the subcontractor. If the Contractor.decides to
engage a subcontractor without requesting frorii ORM specific insurance requirements. for the
subcontractor, such subcontractor shall have the same jnsurance requirements as the Contractor.

All required policies shall contain a waiverof ‘subrogation provision in favor of the Government
of the District. of Columbia.

The Government of the District of Columbia shall be included in all policies required hereunder
to be maintained by the Contractor and its subcontractors. (except for workers™ compensation
and professional liability insurance) as an additional insureds for claims against The
Government of the District of Columbia relating to this contract, with the understanding that
any affirmative obligation imposed upon the insured Contractor or its subcontractors (including
‘without limitation, the liability to.pay premiums) shall be the sole obligation of the Contractor or
its subcontractors, and not the additional insured. The additional insured status under the
Contractor’s and its subcontractors” Copimercial General Liability insurance policies shall be
effected using the ISO Additional Insured Endorsement form CG 20°10-11 85 {or CG 201007
04 and CG 2037 07 04) or such other endorsement ot combination of éndorsements providing.
coverage at least as broad and approved by the CO in writing. All of the Contractor’s and its
subcontractots” liability pohmes (except for workers’ compensation and professmnal liability
insurance) shall be ¢ndorsed using ISO form CG 20 01 04 13 or ifs equivalent so as to indicate
that such policies provide primary coverage (without.any right of contribution by any other.
insurance, reinsurance or self-insurance, including any deductible ot retention, maintained by an
Additional Insured) for all.claints. against the additional insured arisihg out of the performance.
of this Statement of Work by the Contractor or its subcontractors, or anyone for whom the
Contractot-or its subcontractors may be liable. These policies shall include a‘sepatation of
insuieds clause applicable to the additional jnsured.

1f the Conttactot and/or its subcontractors.maintain broader coverage and/or higher limits.than
the minimums shown below, the District requires and shall be entitled to the broader coverage
and/or the higher limits maintained by the Grantee and‘subcoritractors.
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1.

Commercial General Liability Insurance (“CGL”) - The Contractor shall provide evidence

satisfactory to the CO with respect to the services performed that it carries a CGL policy,
written on an occurrence (not-claims-made) basis, on Insurance Services Office, Inc.
(“ISO™) form CG 00 01 04 13 (ot-another occurrence-based form with coverage at least as
broad and approved by the CO in writing), covering liability for all ongoirig-and completed

operations of the Contractor, including ongoing ahd completed operations under all

subcontracts, and covering claims for bodily injury, including without Himitation sickness,
disease or death of'any persons, injury to or destruction of property, mcludmg loss of use:

resulting therefrom, personal and advettising injury, and including céverage for liability

arising out of an Insured Contract (including the tort liability of-another assumed in a contract)

‘and acts of terrorism (whether caused by a foreign or domestic.source). Such coverage shall
‘have limits of liability of not less than $1,000,000 each occurrence, a $2,000,000 general

aggregate (including a per location or per project aggregate limit endorsement, if applicable)
limit, a $1,000,000 personal and advertising i injury limit, and a $2,000,000 products-
completed operations aggregate limit,

The vendor should be named as-an additional insured on the: applicable
manufacturer’s/distributer’s Commercial General Liability policy using Insurance Services
Office, Inc. (“ISO™) form CG 20'15 04 15 (or another occurrence-based form with coverage
at least as broad).

OCP should collect, review for -accuracy and maintain all warranties for goods.and services.

Automobile Liability Insurance - The Contractor shall provide evidence satisfactory to the
CO of commercial (business) automobile liability insurance written on ISQ formi CA 00 01
10 13 (or another form with coverage at least as broad and approved by the CO in writing)
including coverage for all owned, hired, borrawed and non-owned vehicles and equipment
used by the Contractor, with.minimum per accident limits equal to the greater of (i) the
limits set forth in the Contractor’s commercial automobile liability policy or (ii) $1,000,000
per occurrence combined single limit for- bocllly injury and property damage.

Workers’ Compensation Insurance - The Contractor shall provide evidence satisfactory to
the CO of Workers’ Comperisation insutance in accordance with the statutory inandates of
the District of Columbia or the jurisdiction in which the contract is performed.

Employet’s Liability Insurance - The Contractor shall provide evidence satlsfactory ta.the
CO of employer’s liability insurance as follows: $500,000 per accident for i injury;. $500,000
per employee for disease; and $500,000 for policy disease limit.

All insurance required by this paragraph 3 shall include a waiver of subrogation
endorsement for the benefit of Government of the District of Columbia,

Cyber Liability Insurance - The Contractor:shall provide evidence satisfactory 1o the
Contracting Officer of Cyber Liability Insurance, with limits not less than $5,000,000 per
occurrence or claim, $5,000,000 aggregate. Coverage shall be suffi menﬂy broad to. responid
to the duties.and obligations-as is undeitaken by Contractor in this dgreement and shall
include, but riot'limited fo, claims involving infringement of intellectual property, mcludmg
butnot limited to infringement of copyright, trademark, trade dress, invasion of privdcy
violations, information theft, damage to of destruction of electronic information, release of

10
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private information, alteration of electronic information, extortion and network security.
The policy shall provide: coverage for breach response costs as-well as regulatory fines and
penalties as well as credit monitoring expenses with limits. sufficient to respond to these
obligations, This.insurance requirement will be considered met if the general liability
insurance inciudes an affirmative cyber endorsement for the required amounts and
coverages.

5. Professional Liability Insurance (Errors & Omissions) - The Contractor shall provide
Professional anblllty Insurance (Ertors and Omissions) to cover liability resulting from any
error or omission in the performance of professional services under this Contract. The policy
shall provide limits of $1,000,000 per claim of per.occurrence for each wrongful act and
$2,000.000 annual aggregate. The Contractor warrants that any applicable retroactive date
precedes the date the Contractor first performed any professional services for the
Government of the District of Columbia-and that-continuous coverage will be maintained or
an-extended reporting period will be exercised for a period of at least ten years after the
completion of the professional services.

6. Commercial Umbrella or Excess Liability - The Contractor shall provide evidence
satisfactory to the CO-of commercial umbrella or excess liability insurance with minimum
limits equal to the' greater of (i) the limits set forth in the Contractor’s umbrella or excess
liability'policy or (i) $10,000,000 per occurrence and $10,000,000 in the annual aggregate,
following the form and in excess of all liability policies, All llablllty coverages must be
scheduled under the umbrella-and/or excess policy. The insurance required under this
paragraph shall be written ina form that annually reinstates all required limits. Coverage
shall be primary to any:insurance, self-insurance or reinsurance inaintained by the District
and the “other insurance™ provision must be amended in accordance with this requirement
and principles.of vertical exhaustion.

B. PRIMARY AND NONCONTRIBUTORY INSURANCE
The insurance required herein shall be primary to and will not sesk contributioti from any other
insurance, reinsurance or self-insurance in¢luding any deductible ot retention, maintained by the
Goyvernment:of the District of Columbia..

C. DURATION. The Contractor shall carry all required insurance until all contract work is
accepted by the District of Columbia and shall carry listed coverages for ten years for
construction projects following final acceptance of the work performed under this contract and
‘two years for non-construction related contracts,

D. LIABILITY. These are the required minimum insurance requirements established by the
District of Columbia. However, the required minimum insurance requirements. provided above
will not in any way limit the contractor’s llablhty under this contract,

E. CONTRACTOR’S PROPERTY. Contractorand subcontractors are solely responsible for any
toss or'damage to their personal propeity, including but niot limited to tools-and equipment,
scaffolding and temporary structures, rented machinery, or-owned and leased equipment. A
waiver of subrogation shall apply in favor.of the District of Columbia.

H
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F,

G.

MEASURE OF PAYMENT. The District shall not make any separate measure or payment for
the cost of insurance and bonds. The Contractor shall include all of the costs of insurance and
bonds in the contract price.

NOTIFICATION. The Contractor shall ensure that all policies provide that the CO shall be
given thirty (30) days prior written notice in the event of coverage and / or limit changes or if
the policy is canceled prior to the expiration date shown on the certificate. The Contractor shall
provide the CO with ten (10) days prior written notice in the event of non-payment of premium.
The Contractor will also provide the CO with an updated Certificate of Insurance should its
insurance coverages renew during the contract.

CERTIFICATES OF INSURANCE. The Contractor shall submit certificates of insurance
giving evidence of the required coverage as specified in this section prior to commencing work.
Certificates of insurance must reference the corresponding contract number. Evidence of
insurance shall be submitted to:

The Government of the District of Columbia

Chris Yi

Office of Contracting and Procurement

441 4" Street N.W., Washington, D.C. 20001
Telephone: 202.724.5069

E-mail: Chris.Yi (@dc.gov

The CO may request, and the Contractor shall promptly deliver updated certificates of
insurance, endorsements indicating the required coverages. and/or certified copies of the
insurance policies. If the insurance initially obtained by the Contractor expires prior to
completion of the contract, renewal certificates of insurance and additional insured and other
endorsements shall be furnished to the CO prior to the date of expiration of all such initial
insurance. For all coverage required to be maintained after completion, an additional certificate
of insurance evidencing such coverage shall be submitted to the CO on an annual basis as the
coverage is renewed (or replaced).

DISCLOSURE OF INFORMATION. The Contractor agrees that the District may disclose the
name and contact information of its insurers to any third party which presents a claim against
the District for any damages or claims resulting from or arising out of work performed by the
Contractor, its agents, employees, servants or subcontractors in the performance of this contract.

CARRIER RATINGS. All Contractor’s and its subcontractors” insurance required in
connection with this contract shall be written by insurance companies with an A.M. Best
Insurance Guide rating of at least A- VII (or the equivalent by any other rating agency) and
licensed in the District.
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